COT410 LAN Fundamentals 
Week 5 Worksheet (WS5) 
Chapters 13, 14, 15, 16
Name: Jason Muhle

The worksheet is a guide you should use to assure that all work for the week is completed properly.  You should complete the assignment worksheet, then, post the worksheet in the proper Bb weekly folder. Please label all submitted files using the format: [first initial & last name]-[COT410WSx].  Example: nstudent-COT410WS5
Points:

	LabSim
	136

	Quiz
	20

	Case Projects
	70

	Discussion Questions
	20

	Total
	266



Chapter 13 IPv6
LabSim

5.6 IP Version 6

5.6.1 IP version 6
           5.6.2 Configuring IPv6 Address

5.6.3 IPv6 Facts
           5.6.4 Configure an IPv6 Address (4 points)

5.6.5 Exam Questions-Section 5.6 (2 points)
Chapter 14 Remote Connectivity

LabSim

7.0 Wide Area Networks (WANs)
7.1 Wide Area Networks (WANs)

7.1.1 WAN Technologies

7.1.2 WAN Structures

7.1.3 WAN Services

7.1.4 WAN Media Facts

7.1.5 WAN Facts

7.1.6 WAN Services Facts

7.1.7 Exam Questions – Section 7.1 (17 points)
7.2 Internet Connectivity

           7.2.1 Traditional Internet Connectivity
           7.2.2 Mobile Internet Connectivity
           7.2.3 Fiber and Power Line Internet Connectivity
           7.2.4 Internet Services Facts
           7.2.5 Connect to a DSL Network (7 points)
           7.2.6 Exam Questions - Section 7.2 (13 points)
9.3 Remote Management

9.3.1 Remote Management

9.3.2 Using Remoter Desktop

9.3.3 Allow Remote Desktop Connections (2 points)

9.3.4 Remote Management Facts

9.3.5 Exam Questions – Section 9.3 (3 points)
Chapter 15 Wireless Networking
LabSim

6.0 Wireless Networking

6.1 Wireless Concepts


6.1.1 Radio Frequency Wireless


6.1.2 Wireless Architecture


6.1.3 Wireless Architecture Facts


6.1.4 Wireless Infrastructure Facts


6.1.5 Exam Questions – Section 6.1 (1 point)

6.2 Wireless Standards


6.2.1 802.11 Wireless Standards


6.2.2 Wireless Standards Facts
                      6.2.3 Infrared and Bluetooth
                      6.2.4 Infrared and Bluetooth Facts
                      6.2.5 Exam Questions - Section 6.2 (10 points)

            6.3 Wireless Security


6.3.1 Wireless Security


6.3.2 Wireless Security Facts


6.3.3 Wireless Attacks
                      6.3.4 Wireless Attack Facts
                      6.3.5 Exam Questions - Section 6.3 (9 points)

6.4 Wireless Configuration
                      6.4.1 Wireless Network Configuration
                      6.4.2 Wireless Configuration Tasks
                      6.4.3 Configuring Wireless Networks
                      6.4.4 Create a Wireless Network (6 points)
                      6.4.5 Secure a Wireless Network (3 points)
                      6.4.6 Select a Wireless Adapter (3 points)
                      6.4.7 Configure Wireless Profiles (7 points)
                      6.4.8 Exam Questions - Section 6.4 (8 points)

Chapter 16 Protecting Your Network
LabSim

8.0 Network Security

8.1 Network Threats


8.1.1 Network Threats


8.1.2 Social Engineering


8.1.3 Network Threat Facts


8.1.4 Countermeasures Facts


8.1.5 Exam Questions – Section 8.1 (18points)
8.2 Firewalls


8.2.1 Firewalls


8.2.2 Firewall facts


8.2.3 Common Ports


8.2.4 Configuring Windows Firewall


8.2.5 Install and Configure Firewalls (3 points)


8.2.6 Exam Questions – Section 8.2 (20 points)

Case Problems – Critical Thinking (40 points)
Case Project 1
You are working on assignments for two customers: Thomas Jefferson Community College in Virginia and the Tasty Pelican restaurant in Montréal. For the community college, you help them to design a wireless network for the financial resources team members in the administration building and you help them determine how to connect the administration building to the student services building. For the Tasty Pelican restaurant, you help design a small private wireless network for their restaurant and a public network for their adjoining coffee shop. 


Question 1-1: Designing a Wireless Network for Roaming Team Members
Thomas Jefferson Community College uses a team approach for managing the financial resources of the college. The team members primarily work in the administration building which houses the president’s office, human resources, payroll, accounting, development, and the main IT office. Each area uses teams and team members who are often mobile, going between work areas. For example, the payroll supervisor is on both the payroll team and the human resources team. She also often attends meetings in the accounting area and serves as a backup accounting supervisor. In another example, the IT manager of applications development spends equal amounts of time in the president’s, human resources, payroll, accounting, development, and IT areas. Currently it is difficult for any team member to access networked computer resources when they are not in their office. How might you design a wireless networking alternative for this environment? (10 points)
Answer:
I would set up a wireless access point in each area, and use a bridge to connect the two. This would allow one AP to connect directly to the internet, and the other one could access the internet through the bridge. You could also use authentication (logins/pws) and or mac filtering to determine who needs access to which areas of the network. With specific logins, each person could be giving permissions to the areas they need to be able to access. 

Question 1-2: Connecting the Administration Building to Student Services
The network in the Thomas Jefferson Community College administration building is connected to the network in the student services building only via five old dial-up modem connections in an access server because a river separates the buildings. DSL and cable modem options are not available in this area. What wireless alternatives exist for the college to link these buildings? Which of the alternatives do you recommend?
(10 points)
Answer:
Without access to Cable or DSL, you could potentially recommend a satellite connection in order to up bandwidth, and then connect the two areas with each area having a wireless connection and then a bridge of some type to connect the two networks. 


Question 1-3: Wireless Options for a Restaurant and Coffee Shop 
The Tasty Pelican is an upscale restaurant in Montréal that services up to 55 customers per evening. The management of the Tasty Pelican wants to speed the processing of food orders by equipping its waitpersons with handheld devices. Also, the Tasty Pelican has an adjoining coffee shop and they want to offer public wireless Internet access in the coffee shop. What wireless options do you recommend for the restaurant and the coffee shop? (10 points)

Answer:

Based on the description it seems like a smaller sized area, so a wireless access point in the middle of the store should suffice. You could have it with two separate logins, where the staff would have access to one and the other would be for customers. This would allow the ability to separate who has access to what, giving the handheld devices the only access to be able to input and update orders, while the customers only have access to the internet. 


Question 1-4: Security Measures
What security measures are available for wireless solutions that might be applied to the Thomas Jefferson Community College and the Tasty Pelican designs? (10 points)

Answer:
Using SSID with passwords would be one way to secure the network. If you don’t know the password you shuldn’t have access. You could also use encryption to protect the data. You could also set up the routers to not broadcast the network SSID which would make it more difficult to know that the network exists. 
Case Project 2 (30 points)
Nishida Kitchens is a medium-sized company that makes packaged Japanese foods, including noodles and sauce combinations.  Its foods are distributed to grocery stores and specialty food stores throughout Canada, Europe, and the United States.  The company is moving into a new building and has just hired Network Design Consultants to help them create a new network.  Before the move, their head administrator accepted a job with another company and his experienced assistant has been promoted as the head network administrator.

The Nishida Kitchens business and sales unit has 42 computer users.  The plant in which the foods are produced, packaged, and shipped has 45 computer users.  The company has Windows Server 2008 and Red Hat Enterprise Linux servers.  The business and sales unit uses Windows Vista Professional and Windows 7 Professional workstations.  The plant users have a combination of Windows XP professional and Red Hat Linux computers on user’s desktops.  The company plans to have Internet connectivity available to all network users.  Nishida Kitchens has an outlet store across town which provides the public with direct sales of their products.  The outlet store also has Internet connectivity on a small network of 12 computers that are running Windows 7 Professional and Windows Vista Professional.

Question 2-1: Choosing a Network Protocol (10 points)
What protocol do you recommend for this network, and what are its advantages?


Answer:
I would suggest the star protocol for this type of network for the kitchens and plant. Using this allows for ease of troubleshooting and makes it so one computer going down doesn’t really affect the network. For the outlet store, set them up on a start network, potentially wireless to save on wiring and give them remote access to the network across town. 

Question 2-2: Remotely Access Network Servers (10 points)
Because you have to travel to the location of the new network, you want the option to remotely access the Windows Server 2008 and the Linux servers from your office at Network Design Consultants, and from your laptop at home.  What options are available for you to accomplish this?

Answer:

There are a multitude of applications that can be used for remote access, which would give you the opportunity to see how the network is working, and to be able to make changes to the network other than physical. 
Question 2-3: Choosing a WAN Communications Protocol (10 points)

For WAN communications, such as over the Internet connection, what protocol should be used by the Windows 7 Professional and Red Hat Enterprise Linux workstations?  What are the advantages of this protocol?

Answer:

Point-to-point protocols would allow for the different types of communication needed for this type of WAN.
Additional Assignments

____ Participate in DQ 5.1 & DQ 5.2

____ Complete Week 6 Quiz
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